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Round 1

THE BASICS
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Protection Level 4
P4 - High

Statutory - Information
protected by contract,
statute and regulation

Protection Level 3
P3 - Moderate

Proprietary - Information
protected by contract
obligations, or information
considered proprietary in
nature such as intellectual
property

Protection Level 2
P2 - Low

Internal - Information which
may nat be specifically
protected by statute,
regulations, or other
contractual obligations or
mandates, but is generally
not intended to be public

Protection Level 1
P1 - Minimal

Public - Public website,
publicly available data



e Unit Inform

e Workforce Member
 Workforce Manager

August 2018 UcCcsc Slide 5



Protection Level 4
P4 - High

Statutory - Information
protected by contract,
statute and regulation

¢ P rOt | Protection Level 3

P3 - Moderate

Proprietary - Information
protected by contract
obligations, or information
considered proprietary in
nature such as intellectual
property

e Availabilit
—1to4
e Critical IT Infrastructure

— Shared fate systems —
require special handling

Protection Level 2
P2 - Low

Internal - Information which
may nat be specifically
protected by statute,
regulations, or other
contractual abligations or
mandates, but is generally
not intended to be public

Protection Level 1
P1 - Minimal

Public - Public website,
publicly available data
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A compliance

3. 4 ways to be
sive strategy for the

a) See the next sli
4. This is a minimum se s does not make it an
baseline absolute
a)Every non-lab location participated 6. Critical IT Infrastructure is special

b)But — some situations are going to .
require more controls 7.4 Pr.ote.c’_uon Levels and 4
Availability Levels scope controls

8. ISMP —is the bridge — old 1S-3 to
new

a)This allows current work to be used
in transition
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— CISO must ap

* Follow the full set of controls
— ~365 Control sets

e Some combination of the above
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Protection Level 4
P4 - High

Statutory - Information
protected by contract,
sta i

Protection Level 3
P3 - Moderate

Proprietary - Information

[ ) M u S ' rotecte. contrac
obligations, or information
) considered proprietary in

Protection Level 2
P2 - Low

e For>P2thenm
e For> A2 then must do
e For>P2 and A2 then must do

e Risk treatment plans set specific criteria
e Risk assessment (full) trumps everything

protected by statute,
regulations, or other

Protection Level 1
P1 - Minimal

Public - Public website,
publicly available data
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— Locations
* https://securityitiche

* http://itcatalog.ucdavis.edu/category/security

— This is a common need across research
universities

e How do we make good security a habit?
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https://security.uci.edu/
http://itcatalog.ucdavis.edu/category/security

research
* Protect priva

 Follow a risk-based
approach

 Maintain confidentiality
* Protect integrity
 Ensure availability
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Decision-making rights
correspond to risk level

Security is a shared
responsibility

Security is embedded into the
entire lifecycle
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1.2.2 Costs of an Information Security Incident

Units may bear some or all of UC’s direct costs that result from an Information Security
Incident under the Unit’s area of responsibility if the Information Security Incident
resulted from a significant failure of the Unit to comply with this policy. These costs
include, but are not limited to: the response, containment, remediation, forensics,
analysis, notification, litigation, penalties, regulatory fines and any other costs directly
attributable to the Information Security Incident.

A significant failure to comply may affect the Unit’s or the Location’s ability to seek cyber
insurance reimbursement under Business and Finance Bulletin BUS-80 - Insurance
Programs for Information Technology Systems.
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Round 2

POLICY STRUCTURE
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—E rker

— Research ing research
— Medical cente nician
— Medical school student treating patients

— Person working for UC in any capacity or other
augmentation to UC staffing levels

e Covers Suppliers
e Students simply attending the university are not
in scope!
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3. Roles and
Responsibilities et Management

4. Information Security 9. Subsections 9 - 18 are
Management Program the technical controls
Principles

5. Information Security
Management Program
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e Sect level

* Benefl

— Cyberi
— Ties to all
— Ties to off-the-she
— Ties to vendor services

— Significant ecosystem that explains what each control
means

* |S-3 puts a control on the “one best place”

e UC picked the best subset of controls for a public
research university
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P

Co lLuch

ent Standard
urce Classification

UC Institution
Standard

UC Logging and Event Recording Standard
UC Minimum Security Standard
UC Secure Software Configuration Standard

UC Privacy and Data Security Incident Response Plan
Standard

UC Secure Software Development Standard

https://security.ucop.edu/policies/index.html

August 2018 UCCSC 17



Round 4

PROTECTION AND AVAILABILITY
LEVELS
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— Follows t
e Both are used for
e Scopes controls
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Protection
Level

P1 Public information or information intended to be readily obtainable by the
public, but whose integrity is important and for which unauthorized
modification is the primary protection concern. IT Resources where the
application of minimum security requirements is sufficient

P2 May not be specifically protected by statute, regulations or other
contractual obligations or mandates, but are generally not intended for
public use or access

P3 Unauthorized disclosure or modification could result in small to moderate
fines, penalties or civil actions. Could result in moderate damage to UC, its
students, patients, research subjects, employees, community and/or
reputation; could have a moderate impact on the privacy of a group; could
result in moderate financial loss

P4 Statutory, regulatory and contract obligations are major drivers for this risk
level. Other drivers include, but are not limited to, the risk of significant
harm or impairment to UC students, patients, research subjects, employees,
guests/program participants, UC reputation, the overall operation of the

Location or essential services
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Al Loss of availability poses minimal impact or
financial losses

A2 Loss of availability may cause minor losses or
inefficiencies

A3 Loss of availability would result in moderate
financial losses and/or reduced customer service

A4 Loss of availability would result in major
impairment to the overall operation of the
Location and/or essential services, and/or cause
significant financial losses. IT Resources that are
required by statutory, regulatory and legal
obligations are major drivers for this risk level

August 2018



Round 3

KEY FEATURES
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* Units as a poi

— Unit Heads
e Dean, VC, AVC, Provost, Executive Director

— Unit Information Security Leads — liaison
e CISO needs to support this role
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— NIST 8
— GLBA
— NIST CSF

e Scalable

— Pre-approved risk treatment plan
— Yes —it’s a check list, but ...

— The policy is risked-based
e So UC wants the resources applied where the risk is
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e |Informati
— Location require

rogram

— Bridges old policy approach to the new one
— Get’s Location started more or less on day O

August 2018 UCCSC

25



— Non-health
additional Policies for general information security

e Procedures may be required

e Risk management
— Aligned with NIST CSF and NIST 800-39
— Made this a simple(r) topic
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— 4 options for
e Use a Service Provider
e Use a (Pre-approved) Risk Treatment Plan

e Build their own plan using a risk assessment or the full
control set

e Or some combination

August 2018 UCCSC
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Round 5

ROLES IN OUR APPROACH

uuuuuuuuuu



— Principal |
e Unit Information

— A role focused on compliance — risk management

— CISO must have a program to support this role
* Important to scale out the program

* CRE

— The top risk manager, controls budget and risk
tolerance for the Location

August 2018 UCCSC
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— Documents a ces in compliance
with this policy, other UC policies and applicable
Location policies.

— Notifies the Unit Head of any policy provisions
that are unmet or that require additional controls
by the Unit.
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UC Syste
e CIO

e [nstitutional Informati
* |T Resource Proprietor
 Workforce Manager

e Workforce Member

* Pl/Researcher
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Risk b

Local con anage

Flexible and sc
— Risk Treatment Plans

Units and Unit Heads
are responsible!

ncourages Units and
CISO to “have the
conversation”

e Ties to cyber insurance
coverage

Tailored catalog of
requirements for UC
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https://SEc
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